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I . Develop system models, ana lysis techniques, and algorithms to systematically verify the infl uence of different 
s ide-channel attacks on FPGA-based secure processor architecture. 

2. investigate timing attack and power monitoring attack techniques to analyze the interna l data such as the cache, 
memory structure, and interconnect models on the secure processor. 

3. Develop design and analysis techniques for modern memory technologies in secure processor platform, with the 
oat of im rovin the securit level of those embedded latforms . 
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i) Outline of proposed research and results obtained 

Due to the natural parallelism and the speed enhancement, the Residue Number System (RNS) has been 
introduced as a foundation for the execution of the modular multiplications, which is the core 
computational component for the secure processor, in public-key cryptography. In this work, we 
examine the secure performance of RNS under side-channel attacks, expose the vulnerabilities, and 
propose efficient countermeasures. The presented methods improve the resi stance against side-channel 
attacks without great area overhead or loss of speed performance, and are compatible to other 
cow1termeasures on both the logic level and the algorithm level. We prototype the elaborated methods 
on an FPGA and demonstrate that the implementation results confirm the efficiency of the advocated 
countermeasures. Specifically, the key contributions of this work are: 

1) Side-Channel Attack (SCA) vulnerabilities are examined for the RNS-based modular multiplier and 
second order attacks are conceived for cryptographic design using Leakage Resistant Arithmetic (LRA). 
2) Several low-overhead countermeasures are proposed against various power analysis attacks, which 
can also be embodied independently to satisfy different security requirements. 
3) In-depth experiments on implemented multipliers are performed in order to demonstrate the efficiency 
of the proposed methods. 

ii) Significance of research results 

As security breaches escalate, secure processors have become increasingly important for trustworthy 
computing. Residue Number System (RNS) represents a large integer by a batch of small integers, and 
the computation in RNS is distributed into several independent rings with small sizes. Due to this nature, 
RNS is proposed to perform modular arithmetic, and parallel architectures are available to accelerate the 
computation, which is highly suitable for secure processor computation. In this project, we research and 
analyse the side-channel attack behaviour RNS modular arithmetic. We also implement the architectural 
design and provide the efficient countermeasures on FPGA platform for system validation. The 
experimental setup can be used to further research in this hot area. 

iii) Research output 

We have produced one research paper, Gavin Xiaoxu Yao, Marc Stottinger, Ray C.C. Cheung, Sorin A. 
Huss, "Side-Channel Attacks and Efficient Countermeasures on Residue Number System Multipliers", 
submitted to Journal of Cryptographic Engineering. Currently this paper is under its final review 
process. 
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iv) Potential for or impact on further research collaboration 

We are currently extending this research work for covering wider side-chaimel attack behaviour, such as 
using the Electromagnetic (EM) trace. Among side-channel attacks some exploit the timing behavior of IC, 
while others exploit the power consumption or the EM emissions. EM side channel efficiency is due to 
the inner properties of EM emissions. Their ability to propagate through different materials is the most 
striking one. Indeed, it allows attackers targeting the bounded hardware area integrating the crypto­
module under attack or part of it. For this part, we are cw-rently starting a new research project with a 
collaborator in France. 
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